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Learning Module Objective

At the completion of this module you will be able to identify and recite all concepts presented.

If you are viewing this as part of a structured training program PLEASE complete the
associated assessment test. You are required to score above 80%.
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Here's What is Covered in this Module Learning & Development
Overview

—

. SNMP overview

Add a SNMP Connection/Device

Modify / Delete a SNMP Connection/Device
. SNMP Map File — Client Properties

SNMP Map File — Digital Input Tab

SNMP Map File — Analog Input Tab

SNMP Map File — Accumulator and Text Tab
SNMP Agent Browser (Online Editor Only)
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. SNMP - Using Al Text Enumeration Feature
10. SNMP Runtime Points Details
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SNMP Overview SNMP uses both standard

MIBs and private MIBs
SNMP is a protocol to send the standardized information over IP networks to enable network management.

SNMP Agent o “':,'ﬂ-’:_ B SNMP messages generally use
o . e UDP transport protocol. UDP
« A network management software module that resides in - © ’ port 161 is used to send
a managed device that implements an SNMP interface. SNMP manager request messages, and UDP
port 162 is used for traps.
SNMP Manager > -
SNMP agent ’ - re
» An entity responsible to communicate with the SNMP e AN —I_
agent. —> .. The MCP can be configured to
T Irap et SNMP manager MIBs receive SNMP messages on a
SNMP Poll — —— polled or unsolicited basis or

« Manager sends request to agent periodically.

« Agent searches in the database and then acknowledges
with data

SNMP Trap

« Unrequested messages sent from agent to manager to
indicate an event

Management Information Base (MIB) files

 MIB is the database of management information data in
agent that contains the path to each variable, known as
Object Identifiers (OID)

« MIB files are used by manager to interpret the message
type sent by the agent
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VLAN MIB

| IPCM MIE

PTP MIB

| AUTH MIE

MSTPMIB

| ACL MIB

ACCESS MANAGEMENT

MIE

[ ]
[ |

PTP MIE

AUTHMIB

MSTP MIB

ACL MIB

ACCESS MAMAGEMENT

MIB

Most common standard SNMP Versions

V1, v2c and v3

« MCP supports SNMP v1 and v2c

il-1333c

both.
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Adding a SNMP Connection/Device Only one SNMP Block can be

added.
The user can manage the SNMP connections on the Connections tab while opening the Online/Offline editor from DSAS.
To Add a SNMP Device: =3 T X
« On the Connections tab, click Add Connection (+) button. Select a connection and the type of object you wish to configure.

Serial Connection

« On the New Connection window, select Network Connection and select the
SNMP Block from the list. A Block Settings page then appears.

'@ Network Connection

Network Connection Type:
« Click Add button to add a new SNMP device in this Block. DNP IED Block v
IEC 60870-5-104 |IED Block =~
« Modify the settings for the new device. Double-click a cell to modify a value. IEC 60870-5-104 Master OK Cancel

Modbus TCP IED Block

- Select if the application automatically starts (Auto Start) when the Senre Comacion Relay

configuration is loaded and when the MCP reboots. g;*;«ozgﬁgt

VPN Server v

« Click Save to save your changes.

J Connections | ClientMaps | ServerMap | SystemPoint Manager | Alarm " Calculator | Data Logger | Load Shed [ Systemwide | ARRM | Al Text Enumeration ' Oneline Designer

H Save
q} 3¢ Block Settings

D.20 Connections

D.20 Peripheral Block A v
Network Connections Please specify SNMP devices to include in this block 112 Add Delete
=-SNMP Block

= SNMP B'O_C"‘1 _ Line ID Bay ID Device ID Map File IP Address Backup IP Address Enable on Start Up

IED -Line 0, Device 0, Bay 0 Line 0 Bay 0 Device 0 S2024_07A05xml | v| Edit |[10.14.24.134 v

« Line ID: Text to identify the transmission line (Default:e IP Address: IP address of the device (Default: 0.0.0.0)

Line Xx) - Backup IP Address: Redundant backup IP address of the
« Bay ID: Text to identify the bay area (Default: Bay x) device

« Device ID: Text to identify the device (Default: Device x) ¢ Enable on Start Up: Indicate if communication to the
- Map File: Name of the client map to be used device automatically starts (Default: Enabled)
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Modify / Delete a SNMP Connection/Device

To Modify a SNMP Device:
1.  Select the device in the SNMP Block pane. 3. Enter a new value in the setting field.

2. Double-click or select a setting field 4. Click Save to save your changes.

Changing a SNMP Map file

If you select a different SNMP map file for an existing SNMP device in the dropdown list, or when you save it as a
different filename when opened from within the Connections > Map File Edit button, you will be prompted with the
foIIow.ing{éJItiglcr)]g:

Apply the new map file with home directory and = Contim Change 2
point ma ppmgs uncha nged @ Changing a map file can result in existing point mappings to other applications now
— linking to points with different meanings if the map files are very different. If this
e Break: new map file is a small revision of an existing map file, this may not be an issue.
Apply the new I:na p f”e V.Vlth home dlrectory Cha nged Do you want to retain all existing point mappings to this map file, or Break all
and existing point mappings invalidated existing mappings by changing the home directory?
e Cancel: Retain | Break | Cancel

Abandon the change and revert to what was
selected before

To Delete a SNMP Connection/Device: % | 8 | Block Settings
. 2.20 Connections v| Auto Start
1. Select the SNMP Block or device you D.20 Perpheral Block A
Serial Connections
W|Sh to de'ete in the Connection or Port 1 DNP Multidrop Please specify SNMP devices to include in this block
Network Connections
SNMP Block pane. = SNMP Block Line ID Bay ID Device ID « Map File IP A
P . SNTEPD'%'S?:L Device 0. Bay 0| | LNeD Bay 0 Device 0 $2024_07A05.xml ~ | Edit 1101
Click Delete (X) button. IED -Line 0, Device 1,Bay 0 | |Line 0 L Delete Selected X
IED -Line 0, Device 2, Bay 0 Line D .
3 CIle YeS tO Confil‘m deletion IED -Line 0, Device 3, Bay 0 Line 0 " A connection deletion could result in a home directory mismatch elsewhere
. . =-Modbus Blocks — inthe configuration.
. . =-Modbus TCP IED Block-1
R@SUlt. The Item IS removed from the :Eg t::z 1 SZZ:EE ; g:z ,11 Do you wish to delete this network connection?
connections/devices list. IED -Line 1, Device 3, Bay 1 ves | [ o
IED -L?ne 1, Dev?ce 4 Bay 1 = =

4. Click Save to save your changes.
4014 | GS00/G100 Client Configuration SNMP

Deleting a SNMP Block will also
delete configured devices. In
Addition, it could resultin a
home directory mismatch
elsewhere in the configuration.
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SNMP Map File — Client Properties The MCP currently supports V1

and V2 of SNMP protocol.
A SNMP client map is used to determine how information is retrieved from SNMP-enabled devices. Settings are

available in the Device Properties pane while creating/editing the SNMP client map. The following table lists the
device-specific protocol settings:

e Version Name:

Select the SNMP protocol version to be used when
communicating with the remote device. (Default: V1)

Comm Name:

Name
Version Name
Comm Name
Poll Frequency
Session Timeout

Value
V1
public
60

The name of the community that the SNMP device belongs to. i il 3
(Default: public) S;Tz:;:d“me 30

Poll Frequency:

The amount of time that the MCP waits before polling the remote
device for new SNMP messages. (Default: 60 seconds)

Session Timeout:

The amount of time to wait for a response from the remote device
before the MCP assumes that a poll has failed (Default: 5
seconds)

Retry Count:

The number of session timeouts that must occur before the MCP
attempts to contact the remote device on an alternate port.
(Default: 3)

Reconnect Time:

The amount of time that the MCP waits before attempting to retry
polling a remote device after a session timeout. (Default: 60
seconds)

Poll Size:
This represents the number of OIDs that can be polled in single

4014 1 G500/1090 Ciiert Configuration SNMP

Version Name

Specifies the version of SNMP Agent (V1 or V2).
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SNMP Map File — Digital Input Tab While working with the client

map file in general, the user can

The following settings are available while adding Digital Input points: always use the Copy option to
copy the point details into Excel

j Digital Input fAnang Input ( Accumulator ( Text C_opv sheet via Cllpboard and use :
w Paste Opthﬂ to |mport the pomt
Please specify which Digital Inputs you would like to map: 3H Add Delete | g details from Excel via Clipboa rd
after modification.
Point Reference Point Description OID Poll Type OFF State ON State Point Group
DI O Digital Input 0 Agent Browser |lPOLL OFF ON PVal
DI 1 Digital Input 1 POLL OFF ON PVal

number of rows you want to
° Point Reference: add and CliCk Add button.

The short user-defined identifier for the point. (Default: DI x)
e Point Description:

The user-defined block of text in Unicode that provide a detailed and localized description of the point. Point groups can be modified or
(Default: Digital Input x) added on the Systemwide tab

of the Editor.
e OID:

The identifier of the SNMP object to be retrieved as the point value. Double clicking this field will bring up
SNMP Agent Browser button to allow the retrieval of a listing of all available OIDs from the remote device,
supported only in Online Editor. (Default: None)

e Poll Type:

The type of poll to be performed for the point. Available options are POLL, TRAP and BOTH. (Default: POLL)
e OFF State:

A text string that is associated with the O state. (Default: OFF)
e ON State:

A text string that is associated with the 1 state. (Default: ON)

e Point Group:
Point group to which the point belongs. 3 predefined point group are PVal, Demand and Peak Demand.
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SNMP Map File — Analog Input Tab The formula (mx+b) is used to

scale an analog value, m refers

The following settings are available while adding Analog Input points: to Multiplier and b is the Offset.
- Digital Input | Analog Input | Accumulator ’ Text \

Please specify which Analog Inputs you would like to map: 3){ Add Em || I

Point Reference Point Description OID Poll Type Multiplier Offset Point Group

AlD Analog Input 0 POLL 1 0 PVal

Al1 Analog Input 1 POLL 1 0 PVal

Al 2 Analog Input 2 POLL 1 0 PVal

e Point Reference:
The short user-defined identifier for the point. (Default: Al x)
e Point Description:

The user-defined block of text in Unicode that provide a detailed and localized description of the
point. (Default: Analog Input x)

e OID:
The identifier of the SNMP object to be retrieved as the point value. (Default: None)
e Poll Type:
The type of poll to be performed for the point. (Default: POLL)
e Multiplier:
Scale factor of the point (m of formula mx+b). (Default: 1.0)
e Offset:
Scale factor of the point (b of formula mx+b) (Default: 0.0)
e Point Group:
Point group to which the point belongs. (Default: PVal)
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SNMP Map File — Accumulator and Text Tab

The following settings are available while adding Accumulator / Text points:

p” s 4
r Digital Input | Analog Input | Accumulator | Text
Please specify which Accumulators you would like to map: 2 : Add R F_t-,
Point Reference Point Description OID Poll Type Point Group
ACCO Accumulator O POLL PVal
ACC 1 Accumulator 1 POLL PVal
" o /
( Digital Input | Analog Input | Accumulator | Text
Please specify which Texts you would like to map: 2 : Add R F_t-,
Point Reference Point Description OID Poll Type Point Group
TEXTO Text 0 POLL PVal
TEXT 1 Text 1 POLL PVal

e Point Reference:
The default Point Reference for Accumulator point is ACC x and is TEXT x for Text point.
e Point Description:
The default point Description for Accumulator point is Accumulator x and is Text x for Text point
e OID:
The identifier of the SNMP object to be retrieved as the point value. (Default: None)
e Poll Type:
The type of poll to be performed for the point. (Default: POLL)
e Point Group:
Point group to which the point belongs. (Default: PVal)
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SNMP Agent Browser (Online Editor Only)

A SNMP Agent Browser window will pop up by clicking Agent Browser button that appears while double-clicking OID
field. Enter an IP address and port number and then click Retrieve Data. It will then walk through entire tree on the
remote device and may take a longer time to complete. This tool is only supported in Online Editor.

The Object Type of INTEGER
and INTEGER32 can be mapped
to either Analog Input or
Accumulator type.

o |P Address 58)

1L SNMP Agent Browser X Starting from MCP v4.1, the
IP address of the remote device Agent Seftings | private OIDs available for
retrieval will also be retrieved.
e Port Number IP Address Port Number
UDP port number used by SNMP Walk 101424137 161 Retrieve Data
e Filter: Agent Data
Used to narrow down the selection of = Fitter |
OIDs 1.36.1.21.2  Eilter Clear |
° Showing results in this examp|e: Showing 155 of 941 results. Please note that only objects that map to Analog Input type are shown.
0 Total OIDs retrieved: 941 | oD Name Current Value ObjectType |
' 1.36.1.21.2.1.0 is0.0rg.dod.internet mgmt. mib-2.interfaces.iNumber.0 22 INTEGER32 =
0 The number of objects that map to 1.36.1.21.22.1.1.1 |.is0.0rg.dod.internet mgmt. mib-2.interfaces.ifTable.ifEntr... 1 INTEGER32 | |
Al points With ﬁ|ter in place: 155 .1.36.1.2122112 ».iso.org.dod.intemet.mgmt-mib-2.interfaces.iﬂ'able.ifEntr...i2 INTEGER32
33612122133 ..iso.org.dod.internet.mgmt.mib—2.interfaces.iﬂ'able.ifEntr...:_3 'INTEGER32
OID .‘1'3'6'1'2'1'2'2'1'1'4 ,.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntr...;4 _INTEGER32
The identifier Of the SNMP object $£3612122115 ..iso.org.dod.internet.mgmt.mib-2.interfaces.iﬂ'able.ifEntr...}5 :INTEGER32
. . 1.3.6.1.2.1.2.2.1.1.101 ‘fiso.org.dod.internet.mgmt.rnib—2.interfaces.itTabIe.ifEntr...i101 LINTEGER32
ava”able from the remote deVICe .1.3.6.1.21.221.1.102 '.iso.org.dod.intemet.mgmt.mib-2.interfaces.itTabIe.ifEntr...i102 ;INTEGER32
Name: 1.36.1.2.1.22.1.1.103 is0.org.dod.internet mgmt. mib-2.interfaces.ifTable.ifEntr... i103 ;lNTEGER32
. . 1.36.1.21.221.1.104 .iso.org.dod.internet mgmt. mib-2.interfaces.ifTable.ifEntr... 3104 EINTEGER32
Interpretatlon Of the OlD by referrmg 1.36.1.21221.1.105 :.iso.org.dod.intemet.mgrnt.mib-2.interfaces.ifTable.ifEntr...;105 YINTEGER32
to the standard MIB files 1361212211106 | .iso.org.dod.internet mgmt mib-2.interfaces.ifTable.ifEntr... 106 INTEGER32
Current Va|ue: 1.36.1.21.221.1.107 ..iso.org.dod.intemet.mgmt-mib-2.inten‘aces.ifrable.ifEntr...1107 iINTEGER32
, 1.36.1.21.221.1.108 is0.0rg.dod.internet mgmt mib-2.interfaces.ifTable.ifEntr... [ 108 INTEGER32 v
Current value of the object
Cancel

e Object Type
SNMP defined data type of the object
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SNMP - Using Al Text Enumeration Feature

The Al Text Enumeration feature allows you to assign text strings to integer values of analog input points. This can be

used to provide user-friendly definitions o SNMP codes.

Connections | ClientMaps | ServerMap | SystemPointManager | Alarm | Calculator | Data Logger @ Load Shed | Systemwide | ARRM | Al Text Enumeration | Oneline

H Save Reset
STEP ONE | Enumerations [ Analog Input Mappings ‘
d} “ Name Invalid Value Text
e Create enumerations This Gateway State Switch Port Speed invalid
Gateway Designation
Peer Gateway State Add/Delete Members for this Enumeration: Add
HAMA Last Reset Cause
HAMA Chassis Intrusion Status Value Text
HAMA Serial Ports Mode 0 Undefined
HAMA Power Supply 110M
STEP TWO EFhernet Redundancy Mode 21100
Time Sync Input Source 3G
1 PTP IN Mode
o
Select Al points from e e 4265
SNMP IED(s)
|/Enumeratinns Analog Input Mappings
Sont * Show -
& Devices « || Please select Analog Inputs you would like to assign enumerations to:
= |ED |
= [+ & Line 0 | Bay 0 | Device 0 | 52024_07A05.xml | SNMP IED Description Reference ID Enumeration
STEP THREE =5 [v| G Pval
= || %) Analog Input
° ASSIgn enumerations | Port Speed - Port 1 [352]
tO the A| pOintS | Port Speed - Port 2 [353] Switch Port Speed
v| Port Speed - Port 3 [354] Switch Port Speed
| Port Speed - Port 4 [355] Switch Port Speed
— Switch Part 3 d
v | Port Speed - Paort &5 [356] ni:fh nf_mffi
. . 9 Point Details(10.14.24.136)
HMI Point Detalls: Line ID Bay ID Device ID Device Type IED Address

Line 0 Bay 0 Device 0

e Shows the associated
user-friendly text
enumerations instead
of the integer values
for Analog Input points

B Maintenance Mode

Accumulator ELUEUCRUNTIS Analog Output  Digital Input  Digital Output  Text Al

Point ID Point Reference Point Description

4014 | GS00/G100 Client Configuration SNMP

$2024_07A05.xml 0

Point Value Updated Time

1G(3) Jun 26, 2024 11:24:36.250
Undefined(0) Jun 26, 2024 11:24:36.250
1G(3) Jun 26, 2024 11:24:36.250
Undefined(0) Jun 26, 2024 11:24:36.250
100MI lun 28 2N24 11-24-2R 26N

With Al Text Enumeration
feature, the underlying data
reported remains intact, that is,
the actual reported integer
value of the point is still
recorded in the database.
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SNMP Runtime Point Details

SNMP runtime point details can be accessed through the Point Details page of the Local / Remote HMI. To view these

6 _ i Ee

Connections ARRM Logs History SOE Active System Status
Status  Details Events Alarms

Point Details

m Master Station Application Point Groups

Home Dir Line ID Bay ID Device ID Device Type ~

G500 Wed Jul 24, 2024 admin

Standalone 08:47:43(EDT) Administrator
User Settings

-0 X

Details Show IO Show SOE/PRF Show Details

oooooo2  [lme0  |Bay0  [Device0  |s2024 07AO5xml __[IED Address: 0 | view ]|  soE |  Details

Click Point Details button on
the toolbar once logged into
the HMI.

Click Details button for the
selected SNMP device under
IED tab. The Point Details
page displays.

Point ID Point Reference

RedBoot

=

!I
P

Ll

Select a Point Type tab or All

&
m ;.:
=] =
- o | @
=) =11=

points tab, the points (real
and pseudo) and point details

e | e
L

appear.

To force a point value, right-
click the point and select

Point Forcing Interface.

To send a control request,
right-click the DO point and
4014 15500, 5100 Clen’ Configuration SNMP

Accumulator Analog Input Analog Output Digital Input  Digital Output BI248 All

Point Value
52024 GigaBit Ethernet Switch
is0.3.6.1.4.1.33251.20

Point Description Cluality Attributes

version 1_20-Vitesse

08:17:47, May & 2019

52024 -firmware.install-07A08.00.sdt
52024 - Release 07TA08.00
2022-08-04T08:11:20-03:00

52024 -firmware.install-07A03.00.sdt
S520FAC - Release 06A02.00
2017-08-16_16:54

52024_07A05.xml

Device Type of IED Point
Summary page is the Name of
the client map file used with the
specific device.
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Thank You for Watching this Module.

If you are watching this as part of a structured learning
program, please don’t forget to take the test.
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Technical Support by Location Learning & Development By Location GE Grid Solutions Website
Protection & Control or Automation Protection & Control or Automation http://www.gegridsolutions.com
North America, Latin America North America, Latin America Nt ://www. e ridsolutionsocom/Resources
< GA.SupportNAM@ge.com > training.multilin@ge.com - 984 :
@ North America: 1-800-547-8629
@ International: 1-877-605-6777 Europe
>< GA.SupportERCIS@ge.com Follow Us On Socilal Media
Europe
< GA.SupportERCIS@ge.com Montpellier, France :
@ +34 94 485 8817 < Grid-sam-training@ge.com YOI..I https'//WWW°yOUtube°Com/user/

B +33467542150 I'l:13] GEGridAutomationLD

Monitoring & Diagnostics Worldwide

< contact.center@ge.com Monitoring & Diagnostics Worldwide
& +44 (0) 1785 250 070 >4 Trainingevents.ManD@ge.com = d
Connect on Linke {
Industrial Communications Worldwide Industrial Communications Worldwide . : ; : :
@ North America: 1-800-474-0964 >4 training.mds@ge.com R WW I KE G- C O/ COTN HE R E=RIN d SO INIONT
@ International: 1-585-242-8311

Need help fast? Reach out with this link today!

https://www.geqgridsolutions.com/contact.htm

Contact Us
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Copyrights

Copyrights 2024

This content and the information contained within is the exclusive property of General Electric Company.

You may not copy or duplicate this content in whole or in part without the prior written permission of GE
Vernova.

The information contained in this content is subject to change without notice.

Trademark Notices
GE and @ are trademarks and service marks of GE Vernova.
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